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About The Manual

The contents of this manual are basic instructions for those who use our specific PTZ
cameras. The contents may contain omissions or deficiencies and are infended as a
reference only. The photos, graphics, diagrams, and illustrations provided in the manual are
for explanation and explanation purposes only, and may differ from the specific product.
Please refer to the actual product. The company may update this manual due to product
version upgrade or other needs. If you need the latest version of the manual, please
contact us.

Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT DESCRIBED, WITH
ITS HARDWARE, SOFTWARE AND FIRMWARE, IS PROVIDED "AS IS", WITH ALL FAULTS AND
ERRORS, AND UNIVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING ITHOUT
LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR
PURPOSE, AND NON-INFRINGEMENT OF THIRD PARTY. IN NO EVENT WILL UNIVISION, ITS
DIRECTORS, OFFICERS, EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR ANY SPECIAL,
CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING, AMONG OTHERS,
DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSS OF DATA OR
DOCUMENTATION, IN CONNECTION WITH THE USE OF THIS PRODUCT, EVEN IF HIKVISION HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE
WHOLLY AT YOUR OWN RISKS. UNIVISION SHALL NOT TAKE ANY RESPONSIBILITES FOR
ABNORMAL OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER
ATTACK, HACKER ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITY RISKS;
HOWEVER, UNIVISION WILL PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOUR
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE
CONFORMS THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THAT THIS
PRODUCT IS USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATER PREVAILS.

Safety Instruction

These instructions are intended to ensure that the user can use the product correctly to
avoid danger or property loss.

For the symbols that appear in the document, the description is as follows

Icon Description

I:E Statement

Cautions Follow these precautions to prevent potentfial injury or
material damage.

Warnings Follow these safeguards to prevent serious injury or death.




Adopt the power adapter which can meet the safety exira low voltage (SELV)
standard. The power consumption cannot be less than the required value.

Do not connect several devices to one power adapter as an adapter overload may
cause over-heating and can be a fire hazard.

When the product is installed on a wall or ceiling, the device should be fimly fixed.

To reduce the risk of fire or electrical shock, do not expose the indoor used product to

rain or moisture.

This installation should be made by a qudlified service person and should conform to all
the local codes.

Install blackouts equipment into the power supply circuit for convenient supply interruption.

If the product does not work properly, contact your dealer or the nearest service
center. Never attempt to disassemble the product yourself. (We shall not assume any
responsibility for problems caused by unauthorized repair or maintenance.)

\ Cautions:

If the camera fails to synchronize local time with that of the network, you need to set
up camera fime manually. Visit the camera (via web browser or client software)
and enter system settings interface for time settings.

Make sure the power supply voltage is correct before using the product.

Do not drop the product or subject it to physical shock. Do not install the product
on vibratory surface or places.

Do not expose it to high electromagnetic radiating environment.

Do not aim the lens at the strong light such as sun or incandescent lamp. The strong light
can cause fatal damage to the product.

The sensor may be burned out by a laser beam, so when any laser equipment is being
used, make sure that the surface of the sensor is not exposed to the laser beam.

For working temperature, refer to the specification manual for details.

To avoid heat accumulation, good ventilation is required for a proper operating
environment.

While shipping, the product should be packed in its original packing.

Use the provided glove when open up the product cover. Do not touch the product
cover with fingers directly, because the acidic sweat of the fingers may erode the surface
coating of the product cover.

Use a soft and dry cloth when clean inside and outside surfaces of the product cover.

Do not use alkaline detergents.

Improper use or replacement of the battery may result in hazard of explosion. Use
the manufacturer recommended battery type.
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Chapter 1 Overview

1.1 Instruction

The network camera module adopts intelligent coding compression technology and integrated audio
capture technology, which minimizes the compression loss and enables it to save more transmission
bandwidth and storage space at a lower bit rate. User can access to video browsing and
configuration through a browser or client software. The built-in optical zoom lens can offer a wide
range of monitoring with clear image. At the same time, the module has excellent low illumination
performance, compact size, low power consumption, green energy saving and environmental
protection.

The network camera module can be seamlessly connected to other network equipment such as dome

cameras, ptz, etc., which is widely used in large-scale monitoring scenes such as residential roads,
schools, parks, squares.

1.2 Functions

® Support H.265/H.264/MIJPEG Video compression, support multi-level video quality configuration,
encoding complexity setting

® Main/ sub/third stream. configurable Resolution and frame for each stream

® Auto focus enables the camera to focus automatically to maintain clear video images.

° Support Day/night auto shift (ICR)

® Support Motion | Alarm, Privacy Mask | Alarm, Event/Alarm

® Support audio input /output, alarm input/output, support alarm linkage

{ 120 dB WDR, 3D DNR, EIS, Regional Exposure, Regional Focus

® Local storage Micro SD/SDHC/SDXC, up to 128G

° Comply with ONVIF. GB/T28181 protocol

° Various Interfaces, multiple function extensions

° Compact design, low power consumption, easy to be integrated in dome camera, PTZ



Chapter 2 Network Connection

[13]

® You shall acknowledge that the use of the product with Internet access might be under network
security risks. For avoidance of any network attacks and information leakage, strengthen your own
protection. If the product does not work properly, contact with your dealer or the nearest service
center.

® To ensure the network security of the network camera, we recommend you to have the network
camera assessed and maintained termly. You can contact us if you need such service.

Before you start:

® If you want to set the network camera via a LAN (Local Area Network), refer to Section 2.1 Setting the
Network Camera over the LAN.

® If you want to set the network camera via a WAN (Wide Area Network), refer to Section 2.2 Setting the
Network Camera over the WAN.

2.1 Wiring over the LAN

[13]

® You shall acknowledge that the use of the product with Internet access might be under network
security risks. For avoidance of any network attacks and information leakage, strengthen your own
protection. If the product does not work properly, contact with your dealer or the nearest service
center.

® To ensure the network security of the network camera, we recommend you to have the network
camera assessed and maintained termly. You can contact us if you need such service.

The following figures show the two ways of cable connection of a network camera and a computer:

Purpose:
® To test the network camera, you can directly connect the network camera to the computer with a
network cable as shown in Figure 2-1.

® Refer to the Figure 2-2 to set the network camera over the LAN via a switch or a router.
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Figure 2-2 Connecting via a Switch or a Router

2.2 Activating the Camera

Purpose:
You are required to activate the camera first before you can use the camera.
Activation via web browser, activation via IPSsearch, and activation via client software are supported.

In order to protect your personal privacy and corporate data, and avoid cybersecurity issue, set a strong
password that complies with security specifications is recommended.

Note:
The default IP address of the camera is 192.168.1.68.

Administrator account: admin

2.2.1 Activation via SADP Software

The Search Active Devices Protocol (SADP) is an online device search tool that allows users to search and to
modify network information of online devices. Get the SADP software on the official website, and install it
according to the prompts. Follow the steps to activate the camera.

Steps:

1. Run the SADP software to search the online devices.

2. Check the device status from the device list, and select an inactive device.



® sapp

1

Total number of online devices:

11D | Status. | IPv4 Address | Port

- | Device Type

001 UV-ZN4133 Active 192.168.110.... 8000

| Enhanced SDK Servi

Refresh

V1.2.4 build ...

Software Ver.

Q I Modify Network Parameters

| IPv4 Gate.

| HTTP P]
192.168.1... 80

Enable DHCP

Enable Hik-Connect

Device Serial No.:
Device Short Serial:
Start Time:

P Address

Port:

Enhanced SDK Service Port:
Subnet Mask:
Gateway:

Pv6 Address:

PYG Gateway:

PvG Prefix Length:

HTTP Port:

Administrator Password:

Forgot Password

Choose inactive device, click Activate to start activation. You can check whether the activation is
completed on the pop-up window. If activation failed, make sure that the password meets the

requirement and then try again.

Figure 2-3 SADP Interface
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Figure 2-4 Device Active



2.2.2 Accessing by Web Browsers
Steps:
1. Change the device IP address to the same subnet with your computer by either modifying the IP

address manually.
Open the web browser. In the address field, input the IP address of the network camera, e.g.,

Login
192.168.0.68 and press the - to enter the login interface.
First Login 9

User Name admin

Password

Confirm

o

Figure 2-5 Device configuration

2. After activation, use the password to log in to the camera to continue preview configuration.;

3. For certain web browsers, you should install the plug-in before viewing the live video and operating

the camera. Follow the installation prompts to install the plug-in.

2.3 Log in/Log out

2.3.1 Login

close the web browser to install the plug-in. Reopen the web browser and log in again after installing the plug-
in.

use the device IP, user name, password to log in to the camera to continue, as shown in Figure 2-6.



[1 User Name '

P Password ©

Login
- Forget?

Figure 2-5 Login
Note:

You may have to close the web browser to install the plug-in. Reopen the web browser and log in again
after installing the plug-in.

2.3.2 Log out

click "Logout" to log out

2.4 Starting Live operation

2.4.1 Live Operation

In the live view window as shown in Figure 2-3, click 4 on the toolbar to start the live view of the

network.

- L —— @ren Cllogout 8 aain

s @D ma ¥ v PO Q =S K W

Figure 2-6 Start Live view



Table 2-1 Descriptions of the Toolbar and Live View Parameters

Icon Description
Click M + to select from ERC and display live video in
E @ [ & | 4:3/16:9/ original/original ratio/self-adaptive window size.

Click Y % toselectlive video stream mode:

main/ sub/third stream. The main stream is with a relatively high
resolution and needs more bandwidth. The default setting of stream

type is .

Steps:
1. Click ® * and it appears“n"fl'. Click % to enable two-way audio
when the icon turns into%.
2. Click the icon again to stop two-way audio.

Start/stop Live view.

Manually capture the pictures.

Manually start/stop recording.

Steps:

1. Click the button to enable Digital Zoom function.

2. Draw a rectangle on the image as the target area, and the area will
be zoomed in.

3.  After viewing, you can click any place of the picture to get back to
normal picture.

Click the button to enter the regional exposure operation mode.

L

&5 . .

L Draw a rectangle on the image as target exposure region.
ry 1. Click the button to enter the regional focus operation mode.
[

2. Draw a rectangle on the image as the target focus region.

Preview into full screen mode, press space bar or Esc to exit full screen
mode.




2.4.2 Operating PTZ Control

Purpose:

In the live view interface, you can use the PTZ control buttons to control panning, tilting and zooming.
Note:

PTZ functions vary depending on different camera models.

On the live view page, click I to show the PTZ control panel or click I to hide it. Click the direction buttons
to control the pan/tilt movements.

Click the zoom/iris/focus buttons to control lens.

PTZ

Eo+ o G &
¢ )
 + u 0O
——(") 4

=T L ® @
B o i £
 EEERREKC.

1 o,

Figure 2-8 PTZ Control Panel

Table 2-2 Descriptions of PTZ Control Panel

Button Name Description

x [+ = Hold and press the directional button to
pan/ti"* the camera.

¢
Click ~’ , then the camera keeps
PTZ Control Panel . . .
E v 0w =~=1ing when the icon turns into
. Click the icon again to stop the

camera.




Zoom out/in

(_;_\
. s .
Click * , then the lens zooms in.

Click , then the lens zooms out.

Focus near/far

Click B, then the lens focuses far and the
object far away gets clear. Click 3 , then
the lens focuses near

and the object nearby gets clear.

o
O

Iris close/open

When the image is too dark, click (A
to enlarge the iris. When the image is

too bright, click f-"' to stop down the
iris.

T ¢
® B
= @
< RC)

S

Aukxiliary Functions

Light, Wiper, Auxiliary Focus, Lens
Initialization, Manual Tracking, 3D
Positioning, One-touch Patrol ,One-touch

Park, Defog, Heater

Speed Adjustment

Adjust speed of pan/tilt movements.

Preset

Refer to Setting/Calling a Preset for
detailed

information of setting preset.

Patrol

Refer to Setting/Calling a Patrol for detailed
information of setting patrol.

Pattern

Refer toSetting/Calling a Pattern for
detailed information of setting

pattern.




2.4.3 Setting/Calling a preset

Purpose:

A preset is a predefined image position. For the defined preset, you can click the calling button to quickly view
the predetermined image position.

(] Setting a Preset:

Steps:

1. Inthe PTZ control panel, select a preset number from the preset list.

Figure 2-9 Setting a Preset

2. Use the PTZ control buttons to move the lens to the desired position.
¢ Pan the camera to the right or left.
¢ Tilt the camera up or down.
e Zoom in or out.
¢ Refocus the lens.

3. Click ® tofinish the setting of the current preset.

4. Edit a preset name by double clicking on the default name such as preset 1.

(The pre-defined presets are named already but not configurable. Refer to the user  manual for
detailed function description.)

5. Youcanclick * to delete the preset.

° Calling a Preset:
In the PTZ control panel, select a defined preset from the list and click ™ tocall the preset.

For convenient preset selection, refer to the following steps to navigate to the preset you want.
Steps:

1. Select any preset from the list.

2.  Click the preset number you need on the keyboard.

10



2.4.4 Setting/Call a Cruise

Purpose:

A Cruise is a memorized series of preset function. It can be configured and called on the Cruise settings
interface. There are up to 8 Cruise for customizing. A Cruise can be configured with 32 presets.

Before you start:

Make sure that the presets you want to add into a Cruise have been defined.

® Setting a Patrol:
Steps:

1. Inthe PTZ control panel, click O to enter the Cruise settings interface.

iy - e
Cruise 1 P ¥ X

Cruise 2
Cruise 3
Cruise 4
Cruise 5
Cruise 6
Cruise 7

Cruise 8

Figure 2-10

2. Select a Cruise number from the list and click ¥ .

3. Click T toenterthe adding interface of preset, as shown in Figure 2-11.

+ Bl o
Cruise 1 4+ % + ¢
Preset PTZ speed: Time (s)

1 [v|» 30 10

2 [v|v 30 10

Figure 2-11 Adding Presets

4. Configure the preset number, Cruise time and cruise speed in Figure 2-12

11



L - o
Cruise 1 4+ % 4+ ¢+

Preset PTZ speed: Time (s)

1 [v|]+ 30 10

2 [v|+30 10
3 [v|vi30 10
4 [v|+30 10
5 v|vi30 10
6 [v|v 30 10
7 [v|v30 10

8 v|v 30 10

Figure 2-12 Configure Presets

5. Click “ to save all the Cruise settings.

® Calling a Cruise :

In the PTZ control panel, select a defined cruise from the list and click ® to call the Cruise, as
shown in Figure 2-13.

L BN - O
Cruise 1 P ¥ X

Cruise 2
Cruise 3
Cruise 4
Cruise 5
Cruise 6
Cruise 7

Cruise &

Figure 2-13 Call Cruise

12



2.4.5 Setting/Call a Pattern

Purpose:

A pattern is a memorized series of pan, tilt, zoom, and preset functions. It can be called on the pattern
settings interface.
Note:

Pattern function varies depending on different camera models.

® Setting a Pattern:
Steps:

1. Inthe PTZ control panel, click N to enter the pattern settings interface., as shown in Figure 2-14.

NNV - NU
P E@®® X

Figure 2-14 Patterns Settings Interface

2. Click P to start the pattern.

3. Click ® to stop current pattern.
4. Click @ toenable recording the panning, tilting and zooming actions.

5. Click @ to stop recording actions

6. Click * to delete the selected preset/patrol/pattern.

13



2.4.6 Setting/Call a Linear Sweep

Purpose:
A linear Sweep can automatically scan in the area according to the left and right limits. There are up to 4 linear

Sweep for customizing.

® Setting a Linear Sweep:
Steps:

1. Inthe PTZ control panel, click @ to enter the Linear Sweep settings interface., as shown in Figure 2-
15.

Figure 2-15 Linear Sweep Settings Interface

2. Pan, Tilt the camera to desired positions, Click € ? {0 set left limit position, right limit position;
3. Click » to start Linear Sweep;

4. Click ® +to stop Linear Sweep;

5. Click ¥ to set scanning speed;

14



2.5 Playback

Purpose:

This section explains how to view the video files stored in the network disks or memory cards.

Play Back Video Files

The playback interface can search, playback and download valid video files stored in the SD card and NAS disk.
The specific functions are as follows:

Steps:

1. Click on the menu bar to enter playback interface.

Channel No.1 Status: 1 multipie

Set playback time

.o Exau. @w:n

Figure 2-16 Playback Interface

2. Select the date and click .

Figure 2-17 Search Video

3. Click ¥Download o1 4he menu bar to enter to record download interface, choose the clip you want to

download..

15



Table 2-3 Description of the buttons

Button Operation Button Operation

> Play Capture a picture
Start/Stop clippin

i1 Pause }{,/ P clpping
video files

| Stop o) — / Volume up/down

- Enable/Disable

L. Speed down Q/ .
digital zoom

- Speed up

16




Chapter 3 Local Parameters

3.1 Configuring Local Parameters

The local configuration refers to the parameters of the live view and other operations using the web

browser.

Steps:
1. Enter the Local Configuration interface:
Configuration > Local

frevien s i _

Local o
Live View Parameters

m o

Device

PTZ Protocol © uDP @® TCP O MULTICAST O HTTP

o Jo

Event Rules © Enable @ Disabled

Storage Watermarks (O Enable ) Disabled

m

Play Performance @ Balanced © Shortest Delay
Record File Settings

Record File Size Q256M @512M Q16

Picture Settings

Save snapsnols inlve... | CAUsersAdministratoruwebStorageDat2
Save snapshots when... C-\Users\Administrator\webStorageDate

Clip Settings

Figure 3-1 Local configuration
2. Configure the following settings:

® Live View Parameters: Set the Protocol, Play Performance, Rules, Display POS Information and Image

Format.
4 Protocol: TCP, UDP, MULTICAST and HTTP are selectable.
Rules: You can enable or disable the rules of dynamic analysis for motion here.

¢

4  Watermarks: Enable the function, MAC info, series number is displayed in the live image.

¢ Play Performance: Set the live view performance to Shortest Delay, Balanced, Fluent or Custom. For
Custom, you can set the frame rate for live view.

® Record File Settings: Set the saving path of the video files.

4 Record File Size: Select the packed size of manually recorded and downloaded video files. The size can
be set to 256M, 512M or 1G.
4 Save record files to: Set the saving path for the manually recorded video files.

17



4 Save downloaded files to: Set the saving path for the downloaded video files inm
interface.

® Picture and Clip Settings: Set the saving paths of the captured pictures and clipped video files.

4 Save snapshots in live view to: Set the saving path of the manually captured pictures in
interface.

4 Save snapshots when playback to: Set the saving path of the captured pictures inm
interface.

4 Save clips to: Set the saving path of the clipped video files in m interface.

You can click Browse to change the directory for saving video files, clips and pictures. You can click
Open to directly open the video files, clips and pictures.

3. Click to save the settings.

Live View Parameters

Protocol O UDP @® TCP O MULTICAST O HTTP
Rules O Enable @ Disabled

‘Watermarks ) Enable @ Disabled

Play Performance @ Balanced (O Shortest Delay

Record File Settings

Record File Size O2%M @®512M  O1G
Save record files to C:\Users\Administrator'webStorageDate
Download record files to C\Users\Administrator\webStorageDate

Picture Settings

Save snapshots in live... C:\Users\Administrator'\webStorageDate Browse Open

Save snapshots when. .. C\Users\Administrator\webStorageDate Browse Open

Clip Settings

Save clips to C:\Users\Administrator'webStorageDatz Browse

Open

Figure 3-2 Live View Parameters
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3.2 Configuring Device Setting

Steps:
Enter the Local Configuration interface: Configuration > Device;
El Device
Network
Video/Audio
Image

System Settings
Maintenance
Security

User Management

Figure 3-3 Device Setting

3.2.1 Configuring Network Settings

3.2.1.1.  Configuring TCP/IP Settings

Purpose:
TCP/IP settings must be properly configured before you operate the camera over network. IPv4 and
IPv6 are both supported.
Steps:
1. Enter TCP/IP settings interface:
Configuration > Network > Basic Settings>TCP/IP
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w

TCR/IP DDONS NAT SNMP FTP
Lan
NIC Type autornatic ﬂ

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

@ orr

192.168.0.68

2552552550

IPv4 Default Gateway 192.168.0.1
IPv6 Mode manual v
IPV6 Address

IPv6 Subnet Mask 3

IPvG Default Gateway

Mac Address 98:f9:c7:d0:05:19
MTU 1500

IPv4 multicast address 239.0.0.0

IPvE multicast address ffl2::1

DMNS Server

Preferred DNS Server

Alternate DNS Server

114.114.114.114

58838

Figure 3-4 TCP/IP Settings

Configure the NIC settings, including the IPv4(IPv6) Address, IPv4(IPv6) Subnet Mask and
IPv4(IPv6) Default Gateway.

Click to save the above settings.. Notes:

If the DHCP server is available, you can check L] DHeP to automatically obtain an IP
address and other network settings from that server.
The valid value range of Maximum Transmission Unit (MTU) is 1280 to 1500.
The Multicast sends a stream to the multicast group address and allows multiple clients to acquire
the stream at the same time by requesting a copy from the multicast group address. Before utilizing
this function, you have to enable the Multicast function of your router and configure the gateway of
the network camera.
If the DNS server settings are required for some applications (e.g., sending email), you should
properly configure the Preferred DNS Server and Alternate DNS server.
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3.2.1.2. DDNS

Purpose:
If your camera is set to use PPPoE as its default network connection, you can use the Dynamic DNS (DDNS)
for network access.
Before you start:
Registration on the DDNS server is required before configuring the DDNS settings of the camera.
Steps:
1. Enter the DDNS settings interface:
Configuration > Device > Network > DDNS
Check the Enable DDNS checkbox to enable this feature.
Select DDNS Type. Two DDNS types are selectable: DynDNS and NO-IP.
® DynDNS:
Steps:
(1) Enter Server Address of DynDNS (e.g. members.dyndns.org).
(2) In the Domain text field, enter the domain name obtained from the DynDNS website.
(3) Enter the Port of DynDNS server.
(4) Enter the User Name and Password registered on the DynDNS website.

(5) Click to save the settings.
Enable DDNS Em

DDNS Type PeanutHull V|
Server Address hphwebservice.oray.net

Domain Name

Username

Port 6060

Password

Confirm

Figure3-5 DDNS Settings

® Enter Server Address of NO-IP.
® |n the Domain text field, enter the domain name obtained from the NO-IP website.
® Enter the Port of NO-IP server.

3.2.1.3.  Configuring Port Settings
Purpose:
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You can set the port No. of the camera, e.g., HTTP port, RTSP port and HTTPS port.
Steps:
1. Enter the Port settings interface:

Configuration > Device > Network > Port

HTTP Port 80
HTTPS Port 443
RTSP Port 554
SDK Port 3721

Figure 3-6 Port Settings

2. Setthe HTTP port, RTSP port and port of the camera.
®  HTTP Port: The default port number is 80.
®  RTSP Port: The default port number is 554.
®  HTTPS Port: The default port number is 443.
® Server Port: The default port number is 8000.

3. Click to save the settings.

3.2.1.4. SNMP

Configuring SNMP Settings

Purpose:

You can use SNMP to get camera status and parameters related information.

Before you start:

Before setting the SNMP, use the SNMP software and manage to receive the camera information via SNMP
port. By setting the Trap Address, the camera can send the alarm event and exception messages to the
surveillance center.

Note:

The SNMP version you select should be the same as that of the SNMP software.

Steps:

1. Enter the SNMP settings interface: Configuration > Device > Network > SNMP
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SNMP v1iv2

Enable SNMPv1

i oF |
Eniable SNMP w25 [ orr |

Read SMMP Community public
Write SMMP Community private
Trap Address 182.1658.0.100
Trap Port 162
Trap Cormmunity public:
SNMP v3
Enable SNMPv3 @ orr
Read Usertame public
Security Level no auth.na priv v
Write UserMame private
Security Level na auth,na priv ﬂ

SNMP Other Settings

SMHMP Port 181

Figure 3-7 SNMP Settings

2. Check the corresponding version checkbox (Enable SNMP v1, Enable SNMP v2c, Enable SNMP
v3) to enable the feature.

3. Configure the SNMP settings.
Note:
The configuration of the SNMP software should be the same as the settings you configure here.

4. Click to save and finish the settings

3.2.1.5. FTP

Configuring FTP Settings

Purpose:

You can set a FTP server and configure the following parameters for uploading captured pictures.
Steps:

1. Enter the FTP settings interface:
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2. Configuration > Device > Network > SNMP > FTP

TCPIP DDNS Port MAT SHNMP FTP Emsail QoS S02.1x hulticast CloudPic
FTP Enahblad i orr |
Server Address
Port 2

[ Anonymous login
Uszsmame
Password

Confirm

Directory Structures root directory ﬂ

Figure 3-8 FTP Settings

3. Configure the FTP settings, including server address, port, user name, password, and
directory.
Note:
The server address supports both the domain name and IP address formats.

® Setting the directory in FTP server for saving files:

In the Directory Structure field, you can select the root directory, parent directory and
child directory.
4 Root directory: The files will be saved in the root of FTP server.

¢ First-class directory: The files will be saved in a folder in FTP server. The name of folder can
be defined.

¢ Secondary directory: It is a sub-folder which can be created in the parent directory. The
files will be saved in a sub-folder in FTP server. The name of folder can be defined.

4. Click to save the settings.

5. You can click Test to confirm the configuration.
Note:
If you want to upload the captured pictures to FTP server, you also have to enable the

continuous snapshot or event-triggered snapshot in Snapshot interface.

3.2.1.6. Configuring Email Settings

Purpose:
The system can be configured to send an Email notification to all designated receivers if an alarm
event is detected, e.g., motion detection event, video loss, video-tampering, etc.
Before you start:
Configure the DNS Server settings under Configuration> Network > Basic Settings > TCP/IP
24



before using the Email function.

Steps:

1. Enter the Email settings interface:

Configuration> Device > Network> Email

Sender

Sender

Sender's Address

SMTR Server
SMTP Port 25
E-mail Encryption Mane v

[ Attached Image
Usemame
Password

Confirm

Receiver

Mo, Receiver Receiver's Address

[EVIRE 5 BRE

Config

Send

Sender’s Address: The email address of the sender.

SMTP Server: The SMTP Server IP address or host name (e.g., smtp.263xmail.com).

SMTP Port: The SMTP port. The default TCP/IP port for SMTP is 25.

E-mail encryption: None, SSL, and TLS are selectable. When you select SSL or TLS and disable
STARTTLS, e-mails will be sent after encrypted by SSL or TLS. The SMTP port should be set as
465 for this encryption method. When you select SSL or TLS and enable STARTTLS, emails will
be sent after encrypted by STARTTLS, and the SMTP port should be set as 25.

Attached Image: Check the checkbox of Attached Image if you want to send emails with
attached alarm images.

Interval: The interval refers to the time between two actions of sending attached pictures.
Authentication (optional): If your email server requires authentication, check this checkbox to
use authentication to log in to this server and enter the login user name and password.
Receiver: Select the receiver to which the email is sent. Up to 2 receivers can be configured.

Receiver: The name of the user to be notified.
Receiver’s Address: The email address of user to be notified. (Optional: click Test to make
sure that the email server can send email out.)

Click to save the settings.

3.2.1.7. Configuring QoS Settings

Purpose:

QoS (Quality of Service) can help solve the network delay and network congestion by configuring

the priority of data sending.

Steps:
1. Enter the QoS settings interface:
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Configuration > Device > Network > QoS

Enablzd E

Video/Audic DSCP o
Event/Alarm OSCP o

Management DSCP 0

2. Configure the QoS settings, Including Video/Audio DSLP, vent/Alarm DSCP and Management
DSCP.
The valid DSCP value ranges from 0 to 63. The higher the DSCP value is, the higher the priority is.

3. Click to save the settings.

Notes:
® Make sure that you enable the QoS function of your network device (such as a router).
® |t will ask for a reboot for the settings to take effect.

3.2.1.8.  Configuring 802.1X Settings

Purpose:
The camera supports IEEE 802.1X standard.

IEEE 802.1X is a port-based network access control. It enhances the security level of the LAN.

Steps:
1. Connect the network camera to your PC directly with a network cable.
2. Enter the 802.1X settings interface:

Configuration > Device > Network > 802.1X

Enable IEEE 802.1X
Protocal EAP-MD5
EAPOL version 1
User Name
Password

Caonfirm

Figure 3-11 802.1X Settings

3. Check the Enable IEEE 802.1X checkbox to enable it.
Select a preferred protocol EAP-MD5 .
® EAP-LEAP and EAP-MD5
If you use EAP-LEAP or EAP-MD5, the authentication server must be configured. Apply and
register a user name and password for 802.1X in the server.
Input the user name and password to access the server.
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5. Set the EAPOL version. The EAPOL version must be identical with that of the router or the
switch.

6. Configure the 802.1X settings, including user name and password.

Click to finish the settings.

After the configuration, connect the camera to the protected network.

3.2.2 Configuring Video and Audio Settings

3.2.2.1. Configuring Video Settings

Steps:
1. Enter the Video settings interface:

Configuration > Device > Video/Audio > Video

Wideo Audio R Regicnal cropping Display Info. on Siream

Video Streaming

Siream Type Main Stream{MNormal) ﬂ

Video Type Compound Flow ﬂ
video Encoding H.254 d
Coding Complexity Medium ﬂ

SWC closad ﬂ
Resalution 25601440 d
Frame Rate 25 | s

Frame Interval —{) 50
Bitrate Type Constant ﬂ
Mz, Bitrate 40845 | Khbps

Figure3-12 Configure Video Settings

Select the Stream Type of the camera to Main Stream (Normal), Sub-stream or
Third Stream.

2. You can customize the following parameters for the selected stream.
Note:

The parameters vary depending on different camera models.
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® Video Type:
Select the stream type to video stream, or video & audio composite stream. The audio signal
will be recorded only when the Video Type is Video & Audio.

® Resolution:

Select the resolution of the video output.

® Bitrate Type:

Select the bitrate type to constant or variable.

® Video Quality:

When bitrate type is selected as Variable, 5 levels of video quality are selectable.

® Frame Rate:

The frame rate is to describe the frequency at which the video stream is updated and it is
measured by frames per second (fps). A higher frame rate is advantageous when there is
movement in the video stream, as it maintains image quality throughout.

® Max. Bitrate:

Set the Max. Bitrate. Higher value corresponds to higher video quality, while the higher
bandwidth is required.

® Video Encoding:

Select Video Encoding from the dropdown list for different stream type. H.264/H.265:

3. Click to save the settings.

3.2.2.2.  Configuring Audio Settings
Steps:

1. Enter the Audio settings interface
Configuration > Device > Video/Audio > Audio

Audio Information

Audio Ceding 7110 |

Audio Input Lineln |

Audio Output LineChut ﬂ

nput */olume —) 50

Environmental Moise Filter Closed vl
El Save

Figure 3-13 Audio Settings

1. Configure the following settings.
® Audio Encoding: G.722.1, G.711ulaw, G.711alaw, MP2L2, G.726 and PCM are selectable.
® Audio Input: When an intercom is connected to the camera, you need to set this option to

Lineln. When a microphone is connected to the camera, you need to set this option to Micin.
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® Audio Stream Bitrate: When the Audio Encoding is selected as MP2L2, you can configure the
Audio Stream Bitrate in the dropdown list. The greater the value is, the better the audio
quality will be.

® Sampling Rate: When the Audio Encoding is selected as MP2L2 or PCM, you can configure
the Sampling Rate in the dropdown list. The greater the value is, the better the audio quality
will be.

® Input Volume: Slide the bar to turn up/down the volume.

® Audio Output: Close, LineOut and Built-in Speaker are selectable. If Close is selected,
related audio playing function is disabled, for example the audible warning of linkage
method. Select LineOut for connected external speaker and Built-in Speaker for the
built-in speaker the device has.

® Output Volume: Slide the bar to turn up/down the volume.

Note:

Audio Output, LineOut, and Output Volume are only supported on certain cameras. Environmental

Noise Filter: Select ON or OFF in the dropdown list to enable or disable the function. It’s

recommended to enable the function when sampling rate is lower than 32 kHz.

2. Click to save the settings.

3.2.2.3.  Configuring ROI Settings

Purpose:

ROI (Region of Interest) encoding is used to enhance the quality of images which are specified in

advance.

1

Enter the ROI settings interface:

Configuration>Device >Video/Audio > ROI

Video Audio ROI Regicnal cropping Display Info. on Stream

Stream Type

Stream Type Mazin Stresm{Nermal} L\j
Fixed Area

[]Enable

Region Mo 1 !]

I ROI Level 1 il

Region Name

Figure 3-14 Region Setting

Select a stream type. You can set the ROI function for Main Stream(Normal), Sub-stream or
Third Stream.

Click and then drag the mouse to draw a red frame in the live view image. You
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can click m to clear it.

Select the Region No. from the dropdown list.
5. Adjust the ROl level. The higher the value, the better image quality in the red frame.
Enter a Region Name.

3.2.2.4. Configuring Regional cropping
1. Enter the regional cropping settings interface:
Configuration>Device >Video/Audio > Regional Cropping

Video Audic ROI Regional cropping Display Info. on Stream

Regional cropping

7] Enable regional tailoring

72

Stream Type Third stream

crop resolution 352+288 v

B Save

Figure 3-15 Regional Cropping Setting

2. Click “Enable regional tailoring”, drag the block to the desired area.

3. Click to save the settings.

3.2.2.5. Display Info. on Stream

Check the Enable Dual-VCA checkbox, and the information of the objects will be marked in the
video stream. Then, you can set rules on the connected rear-end device to detect the events
including line crossing, intrusion, etc.

3.2.3 Configuring Image

Purpose:

Configure the Image Adjustment, Exposure Settings, Focus, Day/Night Switch, Backlight Settings,

White Balance, Image Enhancement, Video Adjustment, and other parameters in display settings.
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Notes:
® The parameters in Display Settings interface vary depending on different camera models.
®  You can double click the live view to enter full screen mode and double click it again to exit.
Steps:
1. Enter the Display Settings interface:
Configuration >Device> Image
2. You can select the Scene in the dropdown list with different predefined image parameters.

3. Set the image parameters of the speed dome.

3.2.4.1. Image Adjustment

Steps:
Enter the Display Settings interface:
Configuration >Device> Image> Display Settings

Display Settings Character Overlay Image Overlay

scene change  General scenario
w Image Adjustment

- | 50

Brightness e—)
Contrast e ® ]
Saturation ) s | 50
Sharpness —) -~ 50

b Exposure Settings
p Focus

b ‘White Balance

b Mirror

b Backlight Settings
p Image Enhancement
» Image Correction

p Day/Night Switch

b Video Standard

p Install Way

p Others

Figure 3-15 Display Setting

Brightness
This feature is used to adjust brightness of the image.
® Contrast

This feature enhances the difference in color and light between parts of an image.
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Saturation

This feature is used to adjust color saturation of the image.

® Sharpness

Sharpness function enhances the detail of the image by sharpening the edges in the image.
Exposure Settings
® Exposure Mode

The Exposure Mode can be set to Auto, Iris Priority, Shutter Priority, and Manual.

¢

Auto:

The iris, shutter and gain values will be adjusted automatically according to the
brightness of the environment.

You can limit the changing ranges of iris and shutter in Auto mode for better exposure
effect.

Iris Priority:

The value of iris needs to be adjusted manually. The shutter and gain values will be
adjusted automatically according to the brightness of the environment.

You can limit the changing range of shutter in Iris Priority mode for better exposure
effect.

w Exposure Settings

Exposure Mode
Manusl
. - aperture-priority
Shutter Max shutier priority
Shutter Min 1100000 ﬂ

Gain Limit -q:) 50

Lowlight Limit | OFF |

Figure 3-16 Exposure Setting

Shutter Priority:

The value of shutter needs to be adjusted manually. The iris and gain values will be
adjusted automatically according to the brightness of the environment.

You can limit the changing range of iris in Shutter Priority mode for better exposure
effect.
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Exposure Mode
Exposure Level
Max. Iris Limit
Min. Iris Limit
Shutter

Limit Gain

Slow Shutter

Shutter Priority

1/30

OFF

Figure 3-17 Shutter
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Focus Settings

® Focus Mode
The Focus Mode can be set to Auto, Manual, and Semi-auto.
4 Auto:
The speed dome focuses automatically at any time according to objects in the scene.
4 Semi-auto:
The speed dome focuses automatically only once after panning, tilting and zooming.
4 Manual:
In Manual mode, you need to use 70 onthe control panel to focus manually.
®  Min. Focus Distance
This function is used to limit the minimum focus distance. The value can be set to 10cm, 50cm,
1.0m, 1.5m, 3m, 6m, 10m and 20m.

Day/Night Switch

® Day/Night Switch Mode
The Day/Night Switch mode can be set to Auto, Day, Night and Scheduled-Switch.
Note:
This function varies depending on the models of speed dome.
4 Auto:
In Auto mode, the day mode and night mode can switch automatically according to the
light condition of environment. The switching sensitivity can be set to 1, 2, 3,4,5,6,7

¢ Day:
In Day mode, the speed dome displays color image. It is used for normal lighting conditions.
4 Night:

In Night mode, the image is black and white. Night mode can increase the sensitivity in low light
conditions.
4 Scheduled-Switch:

In Scheduled-Switch mode, you can set the start and end time for day mode.

The rest is the time for night mode.

Backlight Settings

® BLC (Back Light Compensation)

If there’s a bright backlight, the subject in front of the backlight appears silhouetted or dark.
Enabling BLC (back light compensation) function can correct the exposure of the subject. But the
backlight environment is washed out to white.

® WDR (Wide Dynamic Range)

The wide dynamic range (WDR) function helps the camera provide clear images even under back
light circumstances. When there are both very bright and very dark areas simultaneously in the
field of view, WDR balances the brightness level of the whole image and provide clear images
with details.

You can enable or disable the WDR function as shown in Figure 6-33.
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w Backlight Settings

Ultra wideDynamic  Open ﬂ

n

Lewvel —(T)

Figure 3-18 WDR

® HLC

HLC (High Light Compensation) makes the camera identify and suppress the strong light sources
that usually flare across a scene. This makes it possible to see the detail of the image that would

normally be hidden.

White Balance

The White Balance mode can be set to Auto, MWB, Outdoor, Indoor, Fluorescent Lamp, Sodium
Lamp, and ATW.

® Auto

In Auto mode, the camera retains color balance automatically according to the current color

temperature.
® Manual White Balance:
In MWB mode, you can adjust the color temperature manually to meet your own demand as

shown in Figure 3-19.

w ‘White Balance
White Balance Marnuzl White Salance ﬂ
WB Gain Circuit B —") 50
WE Gain Circuit B e—() 50

Figure 3-19 Manual White Balance

® Outdoor
You can select this mode when the speed dome is installed in outdoor environment.
o Indoor
You can select this mode when the speed dome is installed in indoor environment.
®  Fluorescent Lamp
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® Sodium Lamp

You can select this mode when there are sodium lamps installed near the speed dome.

® ATW

In ATW mode, white balance is continuously being adjusted in real-time according to the color

temperature of the scene illumination.

Image Enhancement

Note:

The functions vary depending on different camera models.

® 3D Digital Noise Reduction

You can set Digital Noise Reduction function to Normal and adjust the Noise Reduction Level as
shown in Figure 3-20. The level ranges from 0 to 100.

w» Image Enhancement

Digital Moise Reduction m '

Spafial Moise Reduction ") &0
Temporal Moise ) 50
Reduction

Defog OFF i
Dis OFF b

Figure 3-20 3D Digital Noise Reduction

® Defog Mode
® EIS (Electronic Image Stabilization)
You can set the EIS to ON or OFF as you need.

® OIS (Optical Image Stabilization)

+ Image Enhancement

Digital Moise Reduction |(OFF W
Defog OFF v
ois OFF

[ €

Figure 3-21 Defog Mode, EIS, OIS setting
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3.2.4.2. Configuring OSD Settings

Purpose:
OSD (On-screen Display) refers to the camera name, time/date, customized information displayed on

the live view.

Note:

This function varies according to different camera models.
Steps:

1. Enter the OSD settings interface:

Configuration > Device >Image > Character Overlay
2. Select from the dropdown list to set the Time Format, Date Format, Display Mode, OSD Size,

Font Color.

3. You can use the mouse to drag the text frame OSD position.

p  Basic Setling

[<]

05D Size Auto
Font Color Deefauli Color ﬂ
] Display Mame| IPZoom

] Dizplay Date

Date Format YYYY-MM-DD ﬂ

Time Format  EZE S |

[ Dizplay week

I Custom

Figure 3-22 Character Overlay Setting

3.2.4.3. Image Overlay
Steps:
1. Enter the OSD settings interface:
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Configuration > Device >Image > Image Overlay

128x128
2. Click - for uploading pictures and select the pictures . After the upload is
successful, you will see a red box in the video screen.

3. Click “Enable Image Overlay” to enable image overlay; You can use the mouse to drag the
image to desired position

4. Click to save the settings.

Display Settings Character Overlay Image Overlay

Upload Pictures

128x128

{click select image, size cannot be larger:
128px * 128px; the image format is bmp

format)

Stack Configuration

] Enable Image Overlay

EEE :
Y o
Image Width o
Image Height o

Figure 3-23 Character Overlay Setting

3.2.4 Configuring System Settings

3.2.7.1.  System Settings

Enter the Device Information interface:

Configuration > Device > System Settings > Device Information

Device Information Time Seffing R3-232 R5-435
Device Mame ZOOM CAMERA
Iadel UN-ZMN4Z3T
Serial No. 180401321001055
Softwars Version 1.0.2 build20200302
SMD Algorithm V1.0.848 build120619
Face Algorithm V0.12885761.0 build171105
Audio Algorithm VZ2.1.14 build 181202
Web Version 1.0.2 build200118
Dome \Version {
Build Time 2020-03-02 12:05:56
Startup Time 2020-03-09 08:56:28
E Save
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Figure 3-24 Device Information

3.2.7.2. Time Settings

Purpose:

You can follow the instructions in this section to configure the time which can be displayed on the
video. There are Time Zone, Time Synchronization, and Daylight Saving Time (DST) functions for
setting the time. Time Synchronization consists of auto mode by Network Time Protocol (NTP)
server and manual mode.

Enter the Time Settings interface:

Configuration > Device > System Settings > Time Settings

Configuring Time Synchronization Manually

Steps:
1. Check the Manual Time Sync radio button.

2. Click to save the settings.

Device Information Time Setting R5-232 R5-425
Calibration Type O NTP 0 Manual Time Sync.
Server Address time windows.com
MTP Port 123
Interval 1440 minuie(s)
Time Zone (GMT+02:00) Seoul. Tokyo, Osaka, ﬂ
Device Time 2020-03-09 12:34:55
Set Time 2020-02-02 14:33:02 [J=yne. with computer tims
B Save

Figure 3-25 Time Settings
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® Select the Time Zone

Purpose:

When the camera is taken to another time zone, you can use the Time Zone function to adjust the
time. The time will be adjusted according to the original time and the time difference between
the two time zones.

From the Time Zone dropdown menu, select the Time Zone in which the camera locates.

3.2.7.3.  Configuring RS-232

The RS-232 port can be used in two ways:
® Parameters Configuration: Connect a computer to the camera through the serial port. Device
parameters can be configured by using software such as HyperTerminal. The serial port
parameters must be the same as the serial port parameters of the camera.
® Transparent channel: Connect a serial device directly to the camera. The serial device will be
controlled remotely by the computer through the network.
Note:
RS-232 function varies depending on different speed dome models.
Steps:
1. Enter RS-232 Port setting interface:
Configuration> Device > System Settings > RS-232

Device Information Time Setting R5-232 R5-425

R5232
Baud Rats 2800 ﬂ
Dtz Bit 8 v
Stop Bit v
Parity Mane v
Flovw Cirl Mane &
Uzage ﬂ

B Sawve

Figure 3-26 RS-232 Settings

1. Configure the Baud Rate, Data Bit, Stop Bit, Parity, Flow Control, and Usage.

2. Click to save the settings.
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3.2.7.4. RS485

Purpose:
The RS-485 serial port is used to control the PTZ of the camera. The configuring of the PTZ
parameters should be done before you control the PTZ unit.
Note:
RS-485 function varies depending on different speed dome models.
Steps:
1. Enter RS-485 Port Setting interface:
Configuration> Device > System Settings > RS-485

Device Information Time Setting R5-232 R5-435

R5485
Baud Rats 0800 ﬂ
Data Bit g 4
Stop Bit ﬂ
Parity Maone ﬂ
Flovw Cirl None ﬂ
FTZ Protecol PELCO-D 4

PTZ Address ([0-255])

=y

E Save
Figure 3-27 RS-485 Settings
2. Set the RS-485 parameters and click to save the settings.
Note:

The Baud rate, PTZ Protocol and PTZ Address parameters of the camera should be exactly the
same as those of the control device.

3.2.5 Maintenance

Enter the Maintenance interface: Configuration > Device > Maintenance
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Live View

CJ Local

E] Device
Metwork:
WideolAudio
Image
System Settings
Maintenance
Security
User Management

PTZ

[

Event

Storage

I I

Cross Count

3

Import Config. File

Device parameters

System upgrade

Upgrade File

Dome Upgrading

Dome Upgrade File

Playback

Reboot

Restart Device

Reboot the device

Restore the default value

Restore

Resat 3l the parameters, xcapt §

Default Restore zll parameters to default settings.

Export Config. File

Device debug log export

Export debug log

Figure 3-28 system maintain

4. Click Ikt to reboot the network camera.

® Restoring Default Value

Steps:
1. Enter the Maintenance interface:

Configuration > Device > Maintenance

2 ik

® Exporting Configuration File

Default

Steps:
¢  Enter the Maintenance interface:

Configuration > Device > Maintenance

to restore the default settings.
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Click Device Parameters and set the encryption password to export the current
configuration file.
4 Set the saving path to save the configuration file in local storage.

4 Click Diagnose Information to download the log and system information.
® Importing Configuration File

Steps:
1. Enter the Maintenance interface:

Configuration > Device > Maintenance
2. Click Browse to select the saved configuration file.
3. Input the encryption password you have set when exporting the configuration file.
4. Click Import to import configuration file.
[ ]

Upgrading the System

Steps:
1. Enter the Maintenance interface:

Configuration > Device > Maintenance
2. Click Browse to select the local upgrade file and then click Upgrade to start remote upgrade.

3.2.6 Security Service

1. Enter the Security Service interface:
Configuration> Device > Security > Security Service

2. Check the checkbox to enable the lllegal Login Lock function.
lllegal Login Lock: Enabling illegal login lock function is to automatically lock the device IP
after the user performing certain failed password attempts. The number of allowed
attempts is configurable.

3. Click to save the settings.

Security Service Address filter

Enable lllegal Login Lock

[]Enable 55H

E Save

Figure 3-29 Security Service
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Security Service Address filter

] Enable address fitter

Address filter type: Allowed ﬂ

- [aca | Mty | ee ] oo |
No P
—— [7ia ] Meciy | Deke ] Dol |
No MAC address
B save

Figure 3-30 Security Service

1. Enter the Security Service interface:
Configuration> Device > Security > Address Fliter

1. Check the checkbox of Enable IP Address Filter.

2. Select the type of IP Address Filter in the dropdown list, Forbidden and Allowed are
selectable.

3. Set the IP Address Filter list.

® Addan IP Address

Steps:
(1) Click Add to add an IP.

(2) Input the IP Adreess.
(3) Click OK to finish adding.

® Modify an IP Address
Steps:
Click an IP address from filter list and click Modify.
(1) Modify the IP address in the text filed.
(2) Click OK to finish modifying.
® Delete an IP Address
Click an IP address from filter list and click Delete.
® Delete all IP Addresses

Click Clear to delete all the IP addresses.

4. Click to save the settings.
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3.2.7 Users Management

3.2.7.1. Users List

Enter the User Management interface:
Configuration > Device > User Management

User Managsment Online Users.
User List
No Usemame
1 ‘admin

2 normal

=n
User Type Enable Note

Administrator Ves

User Ves

Figure 3-31 User Information

The admin user has access to create, modify or delete other accounts, and grant different

permission to different user levels. We highly recommend administrator to manage the device

accounts and user permissions properly. Up to 5 user accounts can be created.

® Adda User

Steps:

Click m to add a user.

Input the new User Name, select Level and input Password.

2. In the Permission Configuration field, you can check or uncheck the permissions for the new user.

3. Click ¥

User added

Usernams
Paszword
Confirm

Mote

Enakbls m_]

to finish the user addition.

Permissicn Configuration

b preview B4 seting parametars

[ upgrade [ restam

[ shutdawn [ restess default configuration
[ user managemsant B user modification

B user query [ search image videa

[ cloud contro [ storage management

A stered query

Ok

Cancel



Figure 3-32 Add a User

® Modify a User

Steps:

1. Click to select the user from the list and click .

2. Modify the User Name, Level or Password.
3. In the Permission Configuration field, you can check or uncheck the permissions.

4. Click to finish the user modification.
Edit user 9

Usermame admin

Mote

Permission Configuration
preview seting parametars
[ upgrades restart
shutdown restone defaultl configuration
UsEr management user modification
USEr query search images wideo
cloud contra storage management
[ stered query

Ok Cancel

Figure 3-33 Modify a User

® Delete a User

Steps:

1. Click the user name you want to delete and click .

2. Click on the pop-up dialogue box to delete the user.
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3.2.7.2. Online User

Enter the Online Users configuration interface:
Configuration > Device > User Management > Online Users

User Managsment Onling Users

Maeirum number of protocol access 20

Maximum downlosd access quantity

L]

Baximum playback access number

P

Maximum preview sccess numbsr 5]

User List

Mo. Usemame: Service Type IP Address Port

1 &dmin Web 192.168.0.197 62607

Figure 3-34 Online Users

|J Refrash ]
Link Type User Operation Time
Protocol Access 2020-03-09 12:55:14

You can see the current users who are visiting the device through this interface.

User information, such as user name, level, IP address, and operation time, is displayed in the

User List. Click Refresh to refresh the list.
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3.3 PTZ Configuration

You can configure the basic PTZ parameters, including proportional pan, preset freezing, preset
speed, etc.

3.3.1 Configuring Basic PTZ Parameters

Steps:
1. Enter the Basic Settings interface:
Configuration > PTZ > Basic > Basic Settings

Basic Park Action Privacy hask

Basic Parameter

Mzoc. Til-anale (0 — B ﬂ

Zooming Speed ] |

Joint modes AUTO |

State of the ball mill Mo ﬂ Tex=ting the ball machine

Detact time 2 seconds
PTZ OSD

Zoom Status 2= v

PT Status 2= v

Azimuth display format PT j

Preset Status 2= v

Positioning shows Close ﬂ
Power Off Memory

Set Resume Time Paint 205 ﬂ

Figure 3-35 Basic Settings

48



@ Basic Parameters:
Max. Tilt-angle: Set the tilt-angle of the speed dome
Zooming Speed: The zoom speed is adjustable from level 1 to 8
Joint Mode: Auto, Net, Visca

Detect Time

L PZT OSD

e Zoom Status: Set the OSD duration of zooming status as 2 seconds, 5 seconds, 10
seconds, NC (Normally Closed), or NO (Normally Open).
e PT Status: Set the azimuth angle display duration while panning and tilting as 2 seconds,
5 seconds, 10 seconds, NC (Normally Closed), or NO (Normally Open).
e  Position Display Format: Set the position display format as PT or Direction and the
position parameter displays in corresponding format.
e  Preset Status: Set the preset name display duration while calling the preset as 2 seconds,
5 seconds, 10 seconds, NC (Normally Closed), or NO (Normally Open).
®  Power-off Memory:
The speed dome can resume its previous PTZ status or actions after it restarted from a power-
off. You can set the time point to which the dome resumes its PTZ status. You can set it to
resume the status of 30 seconds, 60 seconds, 300 seconds or 600 seconds before power-off.

Click to save the settings.

3.3.2 Configuring Park Actions

® Enter the Park Action settings interface:
Configuration > PTZ > Park Action

Local

0

Baszic Park Action Privacy Mask
E Device
| L Pz
[ Enable Park Action
B Fent Park Time 5 5
B Storsge Action Type Prasst j
Cross Count Action Type ID ] ﬂ
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Figure 3-36 Set the Park Action

Check the Enable Park Action checkbox.

Set the Park Time as the inactivity time of the camera before it starts the park actions.
Choose Action Type from the dropdown list.

If you select Patrol, Pattern, or Preset as Action Type, you need to select Action Type ID from

the dropdown list.

3.3.3 Configuring Privacy Mask

Purpose:
Privacy mask enables you to cover certain areas on the live video to prevent certain spots in the
surveillance area from being live viewed and recorded.
Steps:
1. Enter the Privacy Mask settings interface: Configuration > PTZ > Privacy Mask

Basic Park Action Privacy Mask

] Enable Privacy Masks

S oo

Figure 3-37 Draw the Privacy Mask

2.  Click the PTZ control buttons to find the area you want to set the privacy mask.

3. Click ; drag the mouse in the live video window to draw the area.

4. You can drag the corners of the red rectangle area to draw a polygon mask.

5. Click ISkl to finish drawing or click IMssaladi to clear all of the areas you

set without saving them.
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6. Click "™

to save the privacy mask, and it will be listed in the Privacy Mask List area.

7.  Modify the mask settings.

8.  Check the checkbox of Enable Privacy Mask to enable this function.
3.4 Event Management

3.5.1 Basic Event Configuration

3.4.1.1. Mobile Detection

Purpose:

Motion detection is a feature which can trigger alarm actions and actions of recording videos
when the motion occurred in the surveillance region.

Mobile Detection “ideo Tampering Alarm Input Alarm Output Exception

Configuration Mode

[ Enable Molion Detection

Sensitivity —) 50
Arming Schedule

Edit

Linkage Method
MNomal Linkage Linkage Alarm Cutput Trigger Recording
[1 Send Email

[0 Upload center 1 A-=1 A1
[ Uplcad to FTP

1. Enter the motion detection setting interface:
Configuration > Event > Basic Event > Mobile Detection
Check the checkbox of the Enable Mobile Detection to enable this function.
You can check the Enable Mobile Detection in PTZ Control checkbox and when the speed
dome is performing PTZ action, motion detection can also trigger alarm.

ﬂ 50

4. Move the slider to set the sensitivity of the detection.

5. ClickiiSkkl and drag the mouse on the live video image to draw a motion detection area.

6. Clickiimadadl to finish drawing.

7. Set the Arming Schedule for mobile detection.

Steps:
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(1) Click  Ed®  tab to enter the arming schedule setting interface.

(2) Select the timeline of a certain day.
(3) After you set the scheduled task, you can click ES and copy the task to other days
(optional).

Amming Schedule editing

Mon | Twe | Wed | Thu | Fri| 5Sat | Sum

Time Period Start Time End Time
1 00: oD 24:00
2 i 00: 0a
3 0D: oo 00: 0a
4 0D: oD 00: 00
] i 00: 0a
il 0D: oo 00: 0a
7 00: oD 00: 0a
B i 00: 0a

D Select All Copy To

M Mon [JTue QWed OThue OJFri [J5at [JSun

Confirmation ” Exit |

Figure 3-38 Mobile Detection Setting

Set the Alarm Actions for mobile detection.

You can specify the linkage method when an event occurs. The following contents are about

how to configure the different types of linkage method.

Check the checkbox to select the linkage method. Send Email, Upload Center, Upload to FTP,
Trigger Alarm Output, and Trigger Recording are selectable.

Linkage Method
Mommal Linkage Linkage Alarm Cuiput Trigger Recording
[ Send Email
[ Uplcad center [ A-=1 [J Al
O Uplead to FTP

Figure 3-39 Motion Detect Linkage
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3.4.1.2.  Configuring Video Tampering Alarm

Purpose:
You can configure the camera to trigger the alarm actions when the lens is covered.
Steps:
1. Enter the Video Tampering settings interface :
Configuration > Event > Basic Event > Video Tampering

Mobile Detection Video Tampering Alarm Input Alarm Output Exception

Regional Setting

[]Enable

Sensitivity —) s | 60
Arming Schedule

Edit

0 2 4 6 8 10 12 14 16 18 20 22 24

Linkage Method
Normal Linkage Linkage Alarm Output
[J Send Email CA=1

[ Upload center

Figure 3-39 Tampering Alarm

2. Check the checkbox to enable the tampering detection.
3. Set the tampering area.
4. Set Sensitivity level. Higher level means easier to trigger.

5. Click Ed®  tab to enter the arming schedule setting interface. The arming schedule

configuration is the same as the setting of the arming schedule for mobile detection.

6. Select the linkage method taken for tampering.

7. Click to save the settings.
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3.4.1.3.

Steps:

1.

Configuring Alarm Input

Enter the Alarm Input settings interface:

Configuration > Event > Basic Event > Alarm Input

Choose the Alarm Input No. and the Alarm Type. The alarm type can be NO (Normally Open) and

NC (Normally Closed).

Edit the name in” Alarm Name” to set a name for the alarm input (optional).

alarm input

Enabled
Alarmn Input Mumber
Alamm Type

Alarmn Mame

Arming Schedule

At
normally open

Mon

Tue 1 !

Wed

Fri i i

Sat

Sun

Linkage Method

Mormal Linkage

[ Send Email
[ Upload center
[ Upload to FTP

[Bf Copy To..

Linkage Alarm Output Trgger Recording

O A-=1 &1

Figure 3-40 Alarm Input Settings
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4. Click Edit tab to enter the schedule setting interface. The arming schedule configuration is
the same as the setting of the arming schedule for mobile detection.

5. Select the linkage method taken for tampering.

6. You can copy your settings to other alarm inputs.

7. Click to save the settings.

3.4.1.4. Configuring Alarm Output

Steps:
1. Enter the Alarm Output settings interface:
Configuration > Event > Basic Event > Alarm Output

2. Select one alarm output channel in the Alarm Output dropdown list.
3. Setaname in”Alarm Name” for the alarm output

4. The Delay time can be set to 1sec, 5sec, 10sec, 30sec, 1min, 2min, 5min, 10min or Manual. The
delay time refers to the time duration that the alarm output remains in effect after alarm occurs.

5. Click B9t tabto enter the arming schedule setting interface.

The time schedule configuration is the same as the settings of the arming schedule for motion
detection.

Mobile Detection ideo Tampering Alarm Input Alarm Output Exception

alarm output

Alarm Output Number A= ﬂ
Alarm status1 clased ﬂ
Alarm Duration s ﬂ

Alarm MName {cannot be copied)

Arming Schedule

Edit

B Manual Alarm | | FE CopyTo.. E Save

Figure 3-41 Alarm Input Settings

4.  You can copy the settings to other alarm outputs.

5. Click to save the settings.
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3.5.2 Smart Event

3.5.2.1. Intrusion Detection

Purpose:

Intrusion detection can set an area in the surveillance scene and once the area is entered, a set
of alarm action is triggered.

Steps:

1. Enter the intrusion detection interface:
Configuration > Events > Smart Event >Intrusion Detection

2. Check the Enable checkbox.

Regional Setting

[]Enable

Region 1 E
Threshold(s) —) | §
Sensitivity () s | 50
Proportion O | 1

Arming Schedule

Edit

0 2 4 6 8 10 12 14 16 18 20 22 24

Linkage Method
Normal Linkage Linkage Alarm Output  Trigger Recording
[ Send Email
[0 Upload center OA=1 OA1
[ Upload to FTP

Figure 3-42 Configuring Intrusion Area

3. Select a region.
4. Draw area.

(1) Select the Region No.in dropdown list.

(2) Click to draw a rectangle on the image as a defense region.
(3) Click on the image to specify a corner of the rectangle, and right-click the mouse after four
corners are configured.

5. Configure the parameters for each defense region separately.
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® Threshold: The threshold for the time of the object loitering in the region. If you set the

value as 0, alarm is triggered immediately after the object entering the region.
®  Sensitivity: The value of the sensitivity defines the size of the object which can trigger

the alarm, when the sensitivity is high, a very small object can trigger the alarm.

® Proportion: indicates that the alarm message will be triggered when the area of the

warning area invaded by the object reaches this percentage. The default value is 1.

6. Set the schedule configuration and linkage same as the setting for mobile detection.

7. Click to save the settings.

3.5.2.2.  Configuring Line Crossing Detection

Purpose:

The virtual plane detection can be adopted for the intrusion detection. Once the virtual plane is
detected being traversed according to the configured direction, a set of alarm action is triggered.
Steps:

1. Enter the Line Crossing Detection interface:
Configuration >Event > Smart Event > Line Crossing Detection

2. Check the Enable checkbox to enable the line crossing detection function.

Regional Setting
[]Enable
Region : O
Sensitivity ) s | 60
Arming Schedule

Edit

0 2 4 6 8 10 12 14 16 18 20 22

24

Linkage Method
Nommal Linkage Linkage Alarm Oufput  Trigger Recording
[ Send Email
[J Upload center [ A-=1 OA1
[ Upload to FTP | l

E Save

Figure 3-43 Configuring Line

Draw area.
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4.

3.5.2.3.

1)
2)

line to adjust the location.

Click to draw a line on the image.

Click the line to switch to the editing mode.

Configure the parameters for each defense region separately.
® Sensitivity: The value of the sensitivity defines the size of the object which can trigger the

. Set the schedule configuration and linkage same as the setting for mobile detection.

Click to save the settings.

Configuring Region Entrance Detection

The function varied depending on different speed domes.

Purpose:

Drag an end to the desired place to adjust the length and angle of the line. And drag the

Region entrance detection function detects people, vehicle or other objects which enter a pre-

defined virtual region from the outside place, and some certain actions can be taken when the

alarm is triggered.

Steps:
1.

2.

3.

Enter the Region Entrance Detection settings interface:

Configuration> Event > Smart Event> Region Entrance Detection

Check the checkbox of Enable to enable the Region Entrance Detection function.

Draw area.

3) Click to draw a line on the image.

Unattended Baggage Detection

Region Entrance Detection Region Exiting Detection Wandering Detection Personnel Gathering Detection Quick Motion Detection

Defocus Detection Audio Exception Detection Seene Change Detection Face Detection

Regional Setting
[ Enable

Region 1
Sensitivity —C) =

Arming Schedule

Edit

0 2 4 6 B 10 12 14 16 18 20 22 24

Linkage Method
Hormal Linkage Linkage Alarm Oufput | Trigger Recording
[ Send Emai
[ Upload center O A=1 OAt

[0 Upload to FTP

Figure 3-44. Configuring Region Entrance Detection
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4)  Click the line to switch to the editing mode.
Drag an end to the desired place to adjust the length and angle of the line. And drag the
line to adjust the location.

7. Configure the parameters for each defense region separately.
® Sensitivity: The value of the sensitivity defines the size of the object which can trigger the

8. Set the schedule configuration and linkage same as the setting for mobile detection.

9. Click to save the settings.

3.5.2.4. Region Exiting Detection

Purpose:

Region exiting detection function detects people, vehicle or other objects which exit from a
pre-defined virtual region, and some certain actions can be taken when the alarm is triggered.
Steps:

1. Enter the Region Exiting Detection settings interface:

Configuration> Event > Smart Event> Region Exiting Detection
2. Check the checkbox of Enable to enable the Region Exiting Detection function.

Sensitivity s | 50

Edit

0 2 4 6 8 10 12 14 16 18 20 22 24

Linkage Method
Nomal Linkage Linkage Alarm Oufput  Trigger Recording
[J Send Email
[ Upload center O A-=1 At
[] Upload to FTP

E Save

Figure 3-45 Configuring Region Exiting Detection

4. Draw area.
Click to draw a line on the image.

Click the line to switch to the editing mode.
Drag an end to the desired place to adjust the length and angle of the line. And drag the
line to adjust the location.

10. Configure the parameters for each defense region separately.
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® Sensitivity: The value of the sensitivity defines the size of the object which can trigger the

11.Set the schedule configuration and linkage same as the setting for mobile detection.

12.Click to save the settings.
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Using same method for other smart Event:

3.5.2.5.
3.5.2.6.
3.5.2.7.
3.5.2.8.
3.5.2.9.

3.5.2.10.
3.5.2.11.
3.5.2.12.
3.5.2.13.

Wandering Detection
Personnel Gathering Detection
Parking Detection

Unattended Baggage Detection
Object Removal Detection
Defocus Detection

Audio Exception Detection
Scene Change Detection

Face Detection
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3.5 Storage Settings

Before you start:
To configure record settings, make sure that you have the network storage device within the

network or the memory card inserted in your camera.

3.5.1 Configuring Recording Schedule

3.5.1.1. Recording Schedule

Steps:
(1) Enter the Record Schedule settings interface:
Configuration > Storage > Schedule Settings > Record Schedule

Record Schedule Capturs

Video Project

[]Enable Record Schedule

] Cvenarite

Pre-record Mo Pre-record ﬂ
Post-record Es v
Stream Type Main Stream(Mormal) ﬂ

[ Broken network: video

Arming Schedule

Edit

B Timing
o 2 4 & B 10 12 14 16 18 20 22 24

hotion
Mon

Alarm
Tue u
Wed Motion | Alarm
Thu i Motion & Alarm
Fri Event

E Save

Figure 3-46 Recording Schedule Interface

e  Pre-record: The time you set to start recording before the scheduled time or the event.
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For example, if an alarm triggers recording at 10:00, and the pre-record time is set as 5
seconds, the camera starts to record at 9:59:55.

The pre-record time can be configured as No Pre-record, 5s,10s,15s,20s,255s,30s or
not limited.

Post-record: The time you set to stop recording after the scheduled time or the event.
For example, if an alarm triggered recording ends at 11:00, and the post-record time is
set as 5 seconds, the camera records until 11:00:05.

The Post-record time can be configured as 5 s, 10's, 30 s, 1 min, 2 min, 5 min or 10 min.
Stream Type: You can select the stream type for recording; Main Stream and Sub-stream
are selectable. If you select Sub-stream, you can record for a longer time with the same
storage capacity.

(2) Click OK to save the advanced setting.

(3) Select a Record Type. The record type can be Continuous, Motion, Alarm, Motion | Alarm,

Motion & Alarm, and Event.

Normal: If you select Continuous, the video will be recorded automatically according to
the time of the schedule.

Record Triggered by Motion Detection: If you select Motion, the video will be recorded
when the motion is detected. Besides configuring the recording schedule, you have to
set the motion detection area and check the checkbox of Trigger Channel in the Linkage
Method of Motion Detection settings interface.

Record Triggered by Alarm: If you select Alarm, the video will be recorded when the
alarm is triggered via the external alarm input channels. Besides configuring the
recording schedule, you have to set the Alarm Type and check the checkbox of Trigger
Channel in the Linkage Method of Alarm Input settings interface.

Record Triggered by Motion | Alarm: If you select Motion | Alarm, the video will be
recorded when the external alarm is triggered or the motion is detected. Besides

63



configuring the recording schedule, you have to configure the settings on the Motion
Detection and Alarm Input settings interfaces.

e  Record Triggered by Motion & Alarm: If you select Motion & Alarm, the video will be recorded
when the motion and alarm are triggered at the same time. Besides configuring the recording
schedule, you have to configure the settings on the Motion Detection and Alarm Input settings
interfaces.

e  Record Triggered by Event: If you select to record by event, the video will be recorded when
any of the events is triggered.

(4) Click to save the settings.

3.5.1.2.  Configuring Capture Schedule

Purpose:
You can configure the scheduled snapshot and event-triggered snapshot. The captured picture can be
stored in the local storage or network storage.
Steps:
(1) Enter the Snapshot settings interface:
Configuration > Storage > Schedule Settings >Capture

Aecord Schaoue Capure

Capture Parameters
Timing

[JEnatie Timing Snapshat

Strsam Typs

Farmat

Rasalutian 28501240

<1 & [ =

Qualty wizge

Itz 100 mitisecandv|

Evant-Triggared

[]Enatie Svent-Tnggersa S

Straam Typs
Image Fomat

Rasalutian

< ] [<] [£]

Qualty wizge

Itz 100 mitsecana]w|

Capture Number
Capture Schedule

0r 4 B B 10 12 14 18 18 20 22 24

Figure 3-47 Capture Settings

(2) You can select the stream type of the capture.



(3) Check the Enable Timing Snapshot checkbox to enable continuous snapshot, and configure the
schedule of timing snapshot. Check the Enable Event-triggered Snapshot checkbox to enable event-
triggered snapshot.

(4) Select the format, resolution, quality of the snapshot.

(5) Setthe time interval between two snapshots.

(6) Set Capture Number for every capture action.

(7) Setthe schedule configuration same as the setting for mobile detection.

(8) Click to save the settings.

3.5.2 Storage Management

3.5.3.1. Configuring Net HDD

Before you start:
The network disk should be available within the network and properly configured to store the recorded
files, log files, etc.

Steps:
1. Add the network disk

1. Enter the NAS (Network-Attached Storage) settings interface:
Configuration > Storage > Storage Management > Net HDD

Met HDD HDD Manasgement
MNet HDD
HDD Mo. Typs Server Address Type Server Address File Path Usemame Pazsword Delete | Test

1 MFS W[ Domain Mame | X Ti
2 MFS : Domain Mame : X i
3 MFS : Diomain Mame : X i
4 MFS W[ Domain Mame | X Ti
3 MFS : Domain Mame : X Ti

MFS : Domain Mame : X i
7 MFS : Diomain Mame : X i
g MFS | Domain Mame |W x Ti

Figure 3-48 Setting Net HDD

2. Select the mounting type. NFS and SMB/CIFS are selectable. You can set the user name and
password to guarantee the security if SMB/CIFS is selected.



3.5.3.2.  HDD Management

Enter the HDD settings interface (Configuration > Storage > Storage Management > HDD
Management), in which you can view the Capacity, Free space, Status, Type and Property of the disk.

Met HODD HDD Management
HDD Management
O HOD Ma. Capacity Free space Status Type Property Proarzss formatted
Quota
ax._Picture Capacity 0.00G8
Freg Size for Picture 0.00GB
Max. Record Capacity 0.00G8
Free Size for Record 0.00GB
Percentage of Picture 25 %
Percentage of Record 75 %

Figure 3-49 Storage Management Interface

® |If the status of the disk is Uninitialized, check the corresponding checkbox to select the disk and click
Format to start initializing the disk.

® \When the initialization completed, the status of disk will become Normal as shown in Figure

HDD Management ‘ Format |
[¥] HDD No. Capacity Free space Status Type Property Progress
7| 9 20.00GB 0.00GB Formatting NAS RW

Figure 3-49 View Disk Status



3.5.3 Downloading snapshot

3.5.3.1. Downloading snapshot

Purpose:

This section explains how to view the captured picture files stored in the network disks or the memory
cards and download the captured pictures.

Steps:

1. Click “Picture” on the menu bar to enter picture interface.
Select the file type.

2
3. Set the start time and end time. Click Search. The corresponding picture files will be listed.
4. Check the checkbox in front of the files that you need to download.

¥, Download

5. Click .= to download the files.

Picture Record

Search Conditions File List Deownload || Stop Downloading

File Type u] No File Name Time File Size Progress

Timing v
Start Time

2020-03-08 00:00:00

End Time

2020-03-08 23:58:59

Figure 3-50 Picture Interface

3.5.3.2. Downloading Video Files
Steps:
1. Click ¥, on the playback interface. The pop-up menu is shown in Figure 4-19.

2. Set the start time and end time. Click Search. The corresponding video files are listed on the right.

Picture Record

Search Conditions File List Download

File Type O No. File Name Start Time: End Time File Size
Timing ~

Start Time

2020-03-06 00:00:00

End Time

2020-03-00 23:50:50

Search

Figure 3-51 Video Downloading interface

9. Check the checkbox in front of the video files that you need to download.

¥, Download

10. Click [ = to download the video files.



